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Abstract

Incidents occur frequently in large-scale cloud infrastructures and
can cause significant service disruptions if not triaged and mitigated
promptly. Existing automated triage systems rely on complete inci-
dent reports or uniform agent quality, which are often infeasible
in production due to fragmented observability and heterogeneous
team maturity. We present Comfey, a decentralized agentic triage
framework designed for this operational reality. Each team in Azure
deploys a lightweight Comfey triage agent that analyzes domain-
specific data, decides whether to accept or reject an incident, and
collaborates with other agents via a shared routing table. Comfey
has been running in Azure production for 22 months, where it has
triaged around 19,500 incidents with 91.5% accuracy (validated by
on-call engineers). It reduces average triage time by 6 times and
mitigation time by 4.3 times compared to manual processes, with
minimal setup requirements.
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1 Introduction

In today’s cloud infrastructures, incidents occur frequently in pro-
duction, significantly damaging both system reliability and user
experience [4, 11, 14, 20, 35]. In 2025, a widely publicized AWS
regional outage caused large-scale service degradation, disrupting
core services such as EC2, S3, and Lambda, causing broad service
disruptions across the internet and significant economic damage [3].
When a cloud incident occurs, it is critical to mitigate it quickly to
prevent the impact from escalating [4, 9].

However, finding the correct team to mitigate an incident is
often challenging. Modern cloud systems comprise numerous in-
dependent yet interacting services, each specializing in a specific
functionality [24, 29]. For example, executing a VM creation job
requires the compute service to interface with both the storage
system and the cluster management service. An incident of high
VM creation failure rate might be rooted in the compute, storage, or
cluster management team. The process of assigning an incident to
the appropriate team is known as incident triage [5, 25]. Incorrect
triage can thus significantly prolong diagnosis and delay mitigation.

Consider a real-world cloud incident that resulted in a service
outage due to slow triage, which delayed mitigation. During main-
tenance, an engineer decommissioned several storage nodes but
failed to update the internal node list used by the compute team. As
a result, when the compute service attempted to allocate a VM on a
decommissioned node, the request failed, causing service degrada-
tion that eventually escalated into an outage (as shown in Figure 1).
The health monitors captured an increased frequency of VM cre-
ation failures on the compute service side and reported the incident.
The incident was thus mis-triaged to the compute team. Lacking
awareness of the node decommission status, the compute team
checked its own code but could not find any issue, and eventually
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Figure 1: An incident of VM creation failure

dismissed the report, leaving the problem to escalate into a full
system outage.

Current incident triage strategies primarily focus on leverag-
ing historical incident data and machine learning techniques to
automate the triage process [13, 16, 17, 22, 36]. By analyzing the
incident data and how they are fixed, these approaches identify
recurring patterns and extract rules to route new incidents to the
appropriate teams more efficiently. However, they generally assume
that incident reports are complete and accurate, containing detailed
metrics and logs that capture critical patterns [2, 28]. In production
cloud systems, incident reports are often noisy and incomplete due
to system complexity and limited observability across components,
making accurate triage difficult. Recent work [10, 27, 33, 38] ad-
dresses this limitation by leveraging large language models (LLMs)
to extract relevant textual information from incident data to guide
the triage process. LLMs show great potential in extracting use-
ful information even when incident data are heterogeneous and
incomplete. However, when deployed in large-scale production
environments, such LLM-based triage systems still fail to perform
reliably.

We observe three challenges when deploying automated triage
systems in production cloud infrastructures. (1) Complex oper-
ation chains: cloud operations are typically executed through
multiple interdependent services. When an incident occurs, every
software component in the execution chain becomes a potential
root cause, creating a large search space for triage. (2) Fragmented
data and sovereignty: In a large organization, data is siloed. Teams
guard their raw logs and monitoring data for privacy and compli-
ance, making "centralized observability" impossible in practice. A
workable system must respect these data boundaries. (3) The Fric-
tion Barrier: Perhaps the biggest hurdle is sociological. Teams
are reluctant to adopt complex new tools that require significant
manual effort (e.g., writing detailed specs or adhering to rigid agent
schemas). A practical system must have low friction, allowing teams
to onboard effortlessly using their existing assets (historical tickets)
without mandating uniform agent quality or protocol compliance.
This heterogeneity, where some agents are smart and others are
basic, is a hard constraint of real-world deployment.

These challenges suggest that an effective triage system for pro-
duction clouds should satisfy three properties. First, it should oper-
ate under fragmented observability, allowing each team to analyze
incidents using its own local signals and tools rather than assuming
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centralized access to raw data. Second, it should support collabora-
tion across teams without requiring tightly coupled coordination or
uniform agent sophistication. Third, it should remain lightweight
to adopt, so that teams can onboard using existing assets such
as historical incidents and troubleshooting workflows rather than
building complex new infrastructure.

In this paper, we present Comfey, an agentic triage system in
large production cloud infrastructures. Comfey is highly scalable
and can analyze incident data on millions of nodes in Azure. Comfey
has high accuracy in detecting incidents to correct the team and
helps on-call engineers pinpoint the root causes. At the same time,
Comfey has low overhead and can run in a production environment.

Two key insights motivate the design of Comfey and enable
it to achieve these properties. First, we purposely trade off the
theoretical optimality of a centralized solver for the practicality of
a decentralized system. While a highly orchestrated multi-agent
system might theoretically achieve higher accuracy by negotiating
every decision, such systems fail in production due to the fragility
of "weakest link" agents. Comfey instead decouples agent success:
it decomposes triage into local accept/reject decisions and a robust,
history-driven routing mechanism. This ensures that even if some
agents are basic, the Global Routing Table (built from successful
paths) guides incidents correctly. Second, a decentralized and team-
scoped approach is essential for non-intrusive metadata collection.
Each agent operates with its team’s domain insight, makes decisions
on whether to accept an incident, and collaborates via "stigmergic"
traces (the routing table) rather than direct negotiation.

Based on these insights, Comfey adopts a decentralized agen-
tic workflow. Instead of a single centralized agent to handle all
incidents, each team deploys a dedicated agent specialized in an-
alyzing its domain-specific incident data. When a new incident
occurs, Comfey first assigns it to the team most likely responsible.
If that team’s agent rejects the incident, Comfey forwards it to the
next most likely team, guided by historical records of how incidents
have been transferred across teams. This process continues until
the incident is correctly assigned. Each agent in Comfey maintains
a feedback loop that logs its selection decisions, along with engi-
neer confirmations of correctness, enabling the agents to adapt to
evolving infrastructure conditions continuously.

To handle fragmented incident data, Comfey introduces an en-
richment pipeline that integrates directly with major monitoring
platforms used in Azure. Each team can deploy this pipeline with
lightweight parameters, such as table names or query specifications,
to expose the raw monitoring data. The pipeline would automat-
ically collect and analyze the noisy and heterogeneous incident
data. Comfey applies a data distillation mechanism that extracts
incident-relevant signals from logs, performance metrics, and engi-
neers’ discussions on incidents and formalizes them into a uniform
incident summary. The distillation mechanism not only aligns inci-
dent symptoms with domain-specific knowledge but also guides
how incidents should be routed across teams.

Each agent determines whether to accept an incident by match-
ing it against historical incidents previously accepted by its team
or the troubleshooting guides written by engineers. If a match is
found, the agent accepts the incident; otherwise, it consults a Global
Routing Table to identify the next most likely team. The Global
Routing Table is collaboratively built across all teams, recording
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Figure 2: The incident triage process

each agent’s most frequent historical incidents and routing history,
which enables efficient and informed cross-team transfers.

Comfeyprovides a self-onboarding platform that allows any team
to deploy it with fewer than ten command-line instructions. It has
been running in production in Azure for over a year, successfully
triaging around 19,500 incidents with an accuracy of 91.5%. By
accelerating incident routing and diagnosis, Comfey has helped
on-call engineers mitigate issues 4.3x faster on average.

In summary, our contributions are:

o We design and implement Comfey, a decentralized, agentic triage
system that enables team-specific automation and collaborative
routing across large-scale cloud platforms.

e We introduce a team-scoped agent framework that supports
modular enrichment, retrieval-based reasoning, and semantic
distillation of incident context, enabling robust triage from frag-
mented and heterogeneous signals.

e We deploy Comfey in production within Azure, where it has
been used to triage over 19,500 real-world incidents across more
than 20 teams, demonstrating scalability, adaptability, and effec-
tiveness in live operations.

2 Background

2.1 In-Production Triage Process

In cloud services, incidents are generated by automated detection
systems or user reports. In both cases, initial information about an
incident is too limited to determine its root cause. The cloud system
must therefore assign the incident to a specific team for further
diagnosis and mitigation, a process known as incident triage.

The triage process typically has four stages: (1) Initial Assign-
ment. When an incident occurs, it is usually assigned to the team
responsible for the component where the error signal was captured.
(2) Team Assessment. The assigned team reviews the incident re-
port along with its own monitoring data to investigate the potential
root cause. During this process, the team may involve other teams
if they suspect that the case is related to another team. If the team
determines that the incident is within its scope, it accepts owner-
ship and begins mitigation efforts. (3) Escalation Decision. If the
team determines that the incident falls outside its scope, the on-call
engineer must escalate it to another team. This involves identifying
candidate teams, preparing a transfer justification with supporting
evidence, and communicating the relevant context to the receiving
team. (4) Iterative Resolution. Steps (2) and (3) repeat until the
correct team is identified and accepts responsibility for mitigation.

Figure 2 shows the triage process of the VM creation incident
described in Figure 1. When the detection system observed an
increasing frequency of VM creation failures, it automatically gen-
erated an incident ticket and assigned it to the compute team. The
compute team verified the failures using its own monitoring data
but was unable to identify the root cause, as the issue lies outside the
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compute service. After discussions with other teams, the incident
was escalated to the control plane team, which is responsible for
dispatching incidents. By reviewing historical incidents, the control
plane team found that the storage team had previously resolved a
similar VM failure. Based on this evidence, the incident was routed
to the storage team, which confirmed the root cause and quickly
mitigated the issue by updating the live node list.

This workflow highlights several challenges that incident triage
must address. Teams are often required to make ownership deci-
sions based on incomplete information and limited visibility into the
domains of other teams. For example, the compute team may not be
aware of which storage nodes have been decommissioned. The pro-
cess must also operate under significant time pressure, as the triage
must be completed quickly to prevent service degradation. In large
cloud systems, each team may receive hundreds of incident tickets,
many of which are false positives, while only one or two on-call
engineers are available to handle them. Finally, the triage process is
inherently collaborative but limited by organizational boundaries,
observability between teams, and communication latency.

2.2 Key Findings in Incident Triage

To gain a deeper understanding of incident triage in cloud environ-
ments, we conduct an empirical study of the triage process using
incident records from Azure’s incident management system. The
dataset includes incidents of all severity levels and spans fifteen
teams during the period from March 2024 to Jan 2026. We focus
on incidents that required manual investigation and exclude those
that on-call engineers marked as duplicates or false alarms, as well
as those automatically mitigated by monitoring and self-mitigation
tools. The goal of this study is to identify the practical challenges
that engineers encounter during triage and to characterize the stan-
dard practices they adopt when responding to incidents.

Due to time constraints, we were unable to review every incident
manually. Fortunately, Azure’s incident management system pro-
vides a structured interface that requires on-call engineers to record
team assignments, discussion threads, bug patterns, final ownership,
and conclusions. Using this structured data, we developed auto-
mated analysis tools to extract key metrics, such as diagnosis time
and the teams involved, and to classify the diagnostic challenges
the teams encountered.

Our analysis shows six critical findings that directly inform the
design requirements for automated, cloud-scale triage systems.

Finding 1: Many real-world incidents involve multiple
teams: Cloud incidents often span multiple services, typically in-
volving between 5 and 30 teams. This is inherent to large-scale cloud
systems, where a single operation requires coordination across sev-
eral services. As a result, a substantial portion of the incidents we
studied involved one or more team handoffs before reaching the
team capable of resolving the issue. Some incidents required coor-
dination among more than 20 teams, often due to ambiguous error
symptoms or unclear ownership boundaries. These frequent hand-
offs introduced delays, duplicated diagnostic efforts, and misaligned
investigations during the early stages of triage.

Finding 2: Incident reports often lack sufficient context for
triage. Many incident tickets are generated automatically by health
monitors and contain only high-level symptom descriptions (e.g.,
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latency spike or error rate increase). These reports often lack action-
able diagnostic information and may have highly similar titles and
metadata, even when caused by different underlying issues. We ob-
served that 85% of incidents had duplicate or near-duplicate reports
assigned to different teams, reflecting the ambiguity in early signals
and ownership boundaries. In many cases, additional investigation
was needed before the correct team could be identified.

Finding 3: Diagnostic workflows are highly domain-specific.

Each team in our study employed unique investigation practices
based on their tools, logs, and heuristics. Even for similar symptoms,
the steps taken and information referenced varied significantly
across teams.

Finding 4: Human response latency slows triage. Our anal-
ysis shows that cross-team communication introduces substantial
latency. Response delays averaged ~40 minutes during business
hours and extended to 8 hours after hours. Misunderstandings,
unclear explanations, and a lack of context further slowed handoffs.

Finding 5: Triage decisions evolve. Initial ownership assign-
ments were often tentative. In 12.1% of Azure incidents in a month,
teams initially accepted ownership but later escalated or transferred
the case after further investigation. These decisions were based on
confidence, not certainty.

Finding 6: Historical precedent is underutilized. Teams
frequently referred to prior incidents informally when triaging
similar cases. However, systematic use of historical precedent was
rare. Incidents with known precedents are mitigated 2.62 times
faster, but only 11.05% of cases included explicit precedent lookup.

Design Implication: These findings underscore the need for team-
specific triage agents equipped with local diagnostic knowledge and
infrastructure. Because cloud incidents involve a large number of
candidate teams, and the automatically generated incident reports
often contain limited information, effective triage requires using
domain-specific signals, heuristics, and monitoring data available
within each team to efficiently identify the correct owner.

2.3 Challenges and Opportunities

Many state-of-the-art triage systems assume global observability,
where a single agent has access to metrics, logs, and traces across
all services. This assumption fails in real-world cloud environments
for two reasons. First, incident data is often siloed, with each service
team collecting and storing its own logs and telemetry. Making
triage decisions requires domain-specific knowledge that is not
universally shared. Second, at cloud scale, incidents can involve
millions of nodes, resulting in large data volumes that make cen-
tralized analysis expensive and slow. As a result, such systems
often suffer from high false positive rates and long triage delays in
practice.

Due to these limitations, most production environments still rely
on manually authored triage rules documented in Troubleshooting
Guides (TSGs). These guides instruct on-call engineers on how to
collect and interpret various signals and when to escalate incidents
to specific teams. However, TSGs are labor-intensive to create and
update. They become outdated as services evolve and often lack
coverage for new or team-specific failure modes.
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Recent work on Large Language Models (LLMs) has shown
strong capabilities in understanding and reasoning over textual ar-
tifacts such as logs, incident reports, and diagnostic summaries [10,
27, 32, 34, 37, 38]. Microsoft has explored using LLM-based agents
for incident triage [33], where an agent processes logs to assist in
incident handling. However, these systems face trade-offs at scale.
Processing all available data provides context but increases cost and
latency. Trimming inputs improves performance but risks omitting
important signals and reducing accuracy.

Our experience revealed that the main bottleneck is centraliza-
tion. A single LLM agent cannot scale effectively across services
with diverse data and failure modes. To address this, we adopt a
decentralized design. Each service runs its own LLM-based agent
trained on domain-specific signals. These agents determine if an
incident falls under their team’s responsibility. If not, the incident
is forwarded to the next most likely team, forming a collaborative
triage workflow.

3 Design of the Comfey System

Motivated by the challenges observed in incident triage, we de-
sign Comfey, an agentic and decentralized framework deployed in
Azure’s production infrastructure to automate incident triage and
assist engineers in efficient incident mitigation. Comfey deploys
team-scoped agents that make local triage decisions on whether
to accept an incident. When an agent rejects an incident, it col-
laborates with other agents to identify the next most likely team.
Through this decentralized collaboration, Comfey achieves scalable
and accurate triage without requiring global observability.

3.1 Design Requirement

There are several challenges and requirements for triaging incidents
in large-scale cloud infrastructure software.

(1) High scalability. Cloud incidents are highly diverse in
terms of components, root causes, incident patterns, and
deployment scale. A triage framework must scale to handle
thousands of concurrent incidents across millions of nodes.

(2) Fragmented data. Effective triage requires analyzing inci-
dent data scattered across different software components.
Thus, the triage system must not assume visibility to com-
plete incident data.

(3) High accuracy. Incident triage must be correct. False pos-
itives waste significant engineering time and can lead to
delayed mitigation.

(4) Non-intrusive and low-overhead. The framework should
not require code modifications to existing systems and must
impose minimal runtime and operational overhead.

(5) Adaptability to software evolution. Cloud software evolves
continuously. The triage system must update its knowledge
automatically.

These requirements motivate the design of a decentralized, agen-
tic framework. We highlight three key design choices addressing
the above challenges:

Design Rationale 1: Decentralization via Teams. To address
Fragmented Data and Scale, we reject the centralized "God Agent"
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model. Instead, we map agents 1:1 to engineering teams. This re-
spects data sovereignty (agents run locally) and parallelizes the
workload.

Design Rationale 2: Stigmergic Routing vs. Negotiation. To
address Heterogeneity and Low Friction, we avoid complex nego-
tiation protocols. Teams cannot be forced to implement complex
agent schemas. Instead, agents collaborate indirectly via a shared
"Global Routing Table" (a stigma), which records successful paths.
This allows even "dumb" agents to participate by simply following
the tabular hints, lowering the barrier to entry.

Design Rationale 3: Local Enrichment, Global Statistics. We
decouple enrichment (local, expensive, LLM-heavy) from routing
(global, cheap, statistical). This ensures that the global routing layer
remains lightweight and fast, while the heavy lifting of understand-
ing data happens only where the data resides.

3.2 Overview of Comfey

As shown in Figure 3, instead of relying on a single global agent,
Comfey delegates triage responsibilities to a set of team-scoped
agents, each tailored to a specific service. Each agent is instanti-
ated through the Comfey framework, which provides a common
workflow and interface for all teams. Teams can enrich their agents
with domain-specific data and knowledge. When an incident oc-
curs, it is initially assigned to the team where the error signal was
captured or where users reported the affected software. The team’s
agent then determines whether to accept or reject the incident. If
the agent accepts the incident, it provides diagnostic information
and mitigation suggestions based on its enriched domain data. If
the agent rejects the incident, it collaborates with other agents to
identify the next most likely team to forward it to.

Figure 4 shows the workflow for each team-scoped agent. The
agent first enriches the new incident through a data enhancement
module that collects incident data maintained within the team and
merges it with the original incident report. The agent then initi-
ates a decision module that evaluates the incoming incident against
expert knowledge, including historically triaged incidents and trou-
bleshooting guides. If the agent finds a troubleshooting guide indi-
cating that the incident belongs to its team, or a previously accepted
incident that is similar to the new one, it accepts the incident. Oth-
erwise, it rejects the incident and forwards it to the next most likely
team. To adapt to changes in the cloud system , Comfey supports
human-in-the-loop, allowing continuous refinement of both the
enrichment and matching pipelines to improve accuracy over time.
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3.3 Enriching Incidents with Distilled Data

The initial incident report is generated from monitors or user re-
ports, which typically contain only high-level symptoms and de-
scriptions that are insufficient for accurate triage. Aggregating raw
data across teams, however, is both costly and noisy. Incidents
in cloud environments exhibit diverse symptoms and root causes,
and the monitoring data stored within each team displays varied
patterns and semantics. Extracting meaningful information from
each team’s incident data requires domain-specific knowledge. The
key insight is that most teams monitor and manage incident data
through a small number of monitoring platforms in Azure, and
engineers often write custom scripts or pipelines to manually ex-
tract raw data for each incident. Thus, Comfey provides a flexible
interface that allows teams to register their existing scripts, which
are used by Comfey’s enrichment pipeline to automatically collect
raw data that the team already leverages.

Comfey implements built-in enrichment interfaces for the lead-
ing monitoring platforms used in Azure. Through the Comfey com-
mon interface, engineers can provide simple templates that instruct
the pipeline on the type of data required. Incident data can include
stack traces, error logs, time series metrics, recent change records,
and resource or node health information, accessible via existing
APIs or query endpoints. For example, in the incident shown in
Figure 1, a storage-scoped agent can enrich the report with recent
decommission events for the referenced nodes, which directly point
to the underlying cause. The storage team achieves this by simply
adding a Kusto query to retrieve node-level decommission records
from their internal tables. Comfey has a set of default enrichment
pipelines to collect general incident data such as log, stack traces,
and engineer discussion threads.

Because an incident may be transferred across multiple teams,
Comfey keeps all enrichment data collected by each agent and
passes it to subsequent agents. This design allows later agents to
work with a more complete view of the incident. Each agent encap-
sulates its raw incident data, evaluation results, and the rationale for
rejecting the incident as structured attachments and attaches them
to the incident report. Thus, later agents can reuse the previously
collected data and trace the full transfer flow of the incident.

3.4 Semantic Distillation

The raw data extracted from the enrichment pipeline can be noisy
and redundant. For example, one key data source for each incident
is the engineers’ discussion thread, which often contains critical
contextual information. However, these discussions may include
incorrect arguments, inconsistent descriptions across engineers, or
duplicated statements across related incidents. Feeding such noisy
data directly to the triage agent can mislead its reasoning and result
in incorrect decisions. To address this, Comfey designs a seman-
tic distillation phase within each team-scoped agent to eliminate
noise and transform the raw incident data into a structured and
semantically aligned representation.

The semantic distillation phase applies a summarization agent
to compress the enriched incident data into a concise summary
that explicitly captures the anomaly, the teams involved, and the
rationale behind the team transfers. For example, the summary
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can contain the sentence: ‘messages containing “low node avail-
ability” are consistently followed by transfers to the storage team’
The distillation process first filters out information irrelevant to
triage, such as boilerplate text or automated messages generated
by monitoring tools. Then, it adds timestamps and author infor-
mation to each discussion. The intuition is that we observe that
the first ten minutes of incident discussions often contain the most
crucial signals, including user-facing failure symptoms or abnormal
metrics detected by monitors. Thus, adding the timing and author
information could help the agent find the most important informa-
tion. Finally, the data is passed to the summarization agent, which
produces a structured summary defined by Comfey.

The semantic distillation pipeline operates in three steps using
an LLM. First, it performs Context Cleanup, removing boilerplate
(e.g., standard automated alerts) and non-informative text. Second,
it extracts structural metadata, such as timestamps and author roles,
to prioritize signals from the first ten minutes of an incident—a win-
dow we found to contain the most critical failure symptoms. Finally,
the Summarization Agent generates a structured summary high-
lighting the anomaly, participating teams, and transfer rationale.
This distilled form is used for both the current incident and as a
canonical representation for historical cases, significantly reducing
noise during matching.

3.5 Making Triage Decision

After enriching the incident, the team-scoped agent determines
whether to accept the incident. We design this decision process to
be evidence-based and auditable, utilizing the two primary assets
teams already possess: (1) Troubleshooting Guides (TSGs), which
are concrete, deterministic workflows used daily by engineers to
triage issues, and (2) Historical Incidents, which serve as a record
of past triage patterns.

Algorithm 1: Agent Decision Logic

@ N =

'S

«a

I

o ®

=

Input :Incident I, Enriched Data E, Team TSG T, Historical Incidents H
Output:Decision D € {Accept, Reject}, Next Team N (if Rejected)
// Step 1: TSG Matching
foreach Ruler € T do
if Match(L, E, r) then
‘ return Accept, None
// Step 2: Historical Matching
Candidates < Retrieve(H,LE) ;
Similar « Filter(Candidates, threshold)
if Similar # (0 then
Decision «— RS(I, Similar) ;
if Decision == Accept then
return Accept, None
// Step 3: Reject and Route
N « GlobalRouting(I) ;
return Reject, N

// TF-IDF + Embedding

// Reasoning Service

By anchoring decisions in these existing assets, Comfey achieves
three goals outlined in our design rationale. First, it leverages ex-
isting data to avoid the "cold start" problem, enabling agents to be
deployed without creating new labeled datasets (Design Rationale
2: Low Friction). Second, it ensures ease of development, as engi-
neers simply point the agent to their existing documentation and
ticket queues. Finally, it provides auditability (Design Rationale 1),
as every decision is explicitly traced back to a specific TSG rule or
a historical precedent, allowing engineers to verify exactly why an
agent accepted a ticket.

The agent executes the decision logic described in Algorithm 1.
It first checks the team’s TSG. If a TSG explicitly covers the issue
(e.g., "accept if error code is X’), the agent accepts immediately. TSG
rules are evaluated using a combination of keyword matching and
semantic similarity. If no TSG rule matches, the agent retrieves
similar historical incidents using a two-stage retrieval (TF-IDF fol-
lowed by embedding-based cosine similarity). The agent then uses
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an LLM-based Reasoning Service to compare the current incident
with retrieved historical precedents. If highly similar cases were
previously accepted by this team, it accepts. Otherwise, it rejects
the incident.

3.6 Incident Routing Mechanism

When an agent rejects an incident, the system must determine the
next destination. In a decentralized environment, no single agent
has a global view. Comfey addresses this challenge by implementing
a stigmergic coordination mechanism: a shared "Global Routing
Table" that all agents consult and update.

3.6.1 Constructing the Global Routing Table. The Global Routing
Table is not a static map but a dynamic, probabilistic record of team
interactions. It is constructed on-the-fly by aggregating the success-
ful triage paths of historical incidents relevant to the current case.
When an agent processes an incident, it identifies similar historical
cases and uses their resolution paths to update the table’s statistics.
Formally, for every incident i that was successfully accepted by
team Tfipng after traversing a path P; = [Tgtarss . . ., Trinat], Comfey
records the association between the incident’s semantic signature
S(i) and the final owner Tf;,q;. The table stores these associations
as a frequency map:

Table(Signature) — {(Teama, county,), (Teamp, countg), ...}
To avoid storage explosion, the signature S(i) is the distilled sum-
mary generated by the Semantic Distillation phase (subsection 3.4).
Robustness against Local Failure: This statistical approach en-
sures that the "next plausible owner" is derived from global likeli-
hoods rather than the reasoning of any single agent. Since agents
update the table using concrete, verifiable incident IDs (paths), a
single low-quality agent cannot undermine the system with hallu-
cinated or inconsistent reasoning.

3.6.2 Next Candidate Selection. When an agent A rejects an inci-
dent I, it first checks its Troubleshooting Guides (TSGs). If a TSG
rule matches, Comfey trusts the TSG’s recommendation directly, as
TSGs are created for high-frequency, well-understood patterns. If
no TSG matches, the agent queries the Global Routing Table with I's
distilled summary. The table returns a ranked list of potential teams
based on historical frequency. Candidates = Table.Query(S(I))
The network routing logic then filters this list:

e Loop Prevention: By default, any team in the current tra-
versal path Peyyren; is filtered out to prevent cycles.

o Selection: The highest-ranked remaining team is selected
as the next hop.

This "Statistical Routing" is O(1) and highly scalable, serving as the
default fallback when explicit TSG rules are absent.

3.6.3 Handling Failures and Edge Cases. While statistical routing
handles the majority of cases (> 90%), edge cases exist.

e Mass/Unanimous Rejection: To prevent infinite routing,
we enforce a strict hop limit (default 10). If an incident is
rejected by 10 teams, it is marked as "Unresolved" and routed
to a designated human "Investigation Team" (or Triage DRI)
to ensure no incident is dropped.

¢ Looped Routing: In tightly coupled service architectures,
legitimate routing loops may occur (e.g., Team A — Team
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Figure 5: Comfey’s Multi-agent Workflow to Triage An Incident

B — Team A) as teams coordinate to piece together a full
diagnosis. While Statistical Routing avoids loops by default,
Comfey allows configurable "max visits" per team (typically
1, but adjustable) to support these complex flows. Note that
such loops primarily emerge from explicit TSG-based rout-
ing, where the loop is an intentional part of the diagnostic
workflow. In our evaluation (Section 4.3), we find that such
multi-turn loops account for less than 5% of cases.

e Incorrect TSG Rules: Since Comfey treats TSGs as high-
priority ground truth, an incorrect rule can lead to sustained
mis-routing. We accept this risk as a trade-off for auditabil-
ity. In practice, such errors create visible spikes in "triage
latency" for the target team, triggering organizational alerts
that pressure the owning team to correct the faulty TSG rule
rapidly.

3.7 Human-in-the-Loop

As cloud systems evolve, Comfey agents must adapt accordingly.
Once deployed, Comfey allows engineers to label each incident with
ground-truth outcomes, which are recorded and reused to improve
future triage. The system also refreshes its historical incident data-
base periodically to capture emerging issues. Engineers can further
update the Troubleshooting Guide (TSG) by inserting or refining
routing rules based on Comfey’s decisions, ensuring alignment with
evolving domain expertise.

3.8 Self-Onboarding Platform

With hundreds of teams across Azure, a key challenge for Comfey
is achieving scalable deployment. To address this, we developed
a self-onboarding platform that enables domain experts to locally
configure and launch their own team-scoped agents with minimal
effort. By installing Comfey as a package and running fewer than
10 CLI commands, teams can build and deploy agents on a secure
platform within Azure.

Comfey offers a configuration interface to enable common types
of enrichment based on our experience with production teams.
Engineers can, for example, define reusable query templates in
this interface. Comfey also supports integration with Azure’s inter-
nal observability systems and exposes a general API interface for
connecting to custom telemetry backends. Comfey also includes a
push-button utility to retrieve historical incidents and troubleshoot
guidance related to the team. By default, it only fetches recent
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high-severity cases, though engineers can apply additional filters
to enhance signal quality.

Importantly, teams can begin with just historical incidents, re-
quiring almost no manual effort, and incrementally improve routing
quality by later adding enrichment hooks and TSGs. Once submit-
ted, Comfey deploys the team-scoped agent to Azure Kubernetes
Service for automatic scaling and fault tolerance.

4 Experiments
In this evaluation, we answer the following research questions.

(1) How is Comfey’s agent integrated into each team?

(2) How efficiently does Comfey triage cloud incidents?

(3) Can Comfey help engineers mitigate incidents?

(4) How accurate is Comfey’s triage in assigning incidents to
the correct teams?

(5) How does Comfey perform compared to state-of-the-art au-
tomated triage approaches?

4.1 Deployment Status and Scale

Comfey has been running in production in Microsoft Azure since
early 2024. It is deployed across fifteen different engineering teams
and covers tens of services spanning compute, control, storage,
and networking components. In total, Comfey monitors millions
of hosts and has triaged approximately 19,500 newly emerged inci-
dents to date. At the same time, Comfey analyzes ~75,000 historical
incidents to match the new incidents. Figure 6 shows the incident
Comfey reported in Azure from March 2024 to Jan 2026. Overall,
Comfey triages ~885 incidents on average per month, and engineers
mitigate ~785 incidents on average.

In Azure, there are various existing solutions in incident triage,
so only complex and ambiguous incidents are escalated to Comfey.
Typically, the initial team that receives an incident can indepen-
dently investigate and mitigate it using their monitor data and
documentation. Engineers may also follow troubleshooting guides
(TSGs) to manually route the incident to another team or coordinate
directly with other teams. Only when incidents are too complex for
manual triage do they escalate to Comfey. In this workflow, Comfey
serves as the last defense for production incidents that cannot be
resolved through standard procedures.

4.2 Integration Effort

Integrating Comfey into a new team’s workflow is designed to be
lightweight and non-intrusive. Engineers do not need to modify ex-
isting codebases; instead, they complete setup via a self-onboarding
platform with roughly ten command-line instructions. Based on
user feedback and deployment data, new users typically spend
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about two hours becoming familiar with the platform. Once famil-
iar, executing the setup commands takes only a few minutes.

In addition to enabling the agent, engineers can further cus-
tomize the Comfey agent by writing troubleshooting guides and
enriching their incident data. Translating existing routing rules
into Comfey’s TSG format typically takes around five hours, while
using the Comfey interface to enrich the agent with domain-specific
incident data takes about two hours. This relatively low integration
cost is partially because most teams already maintain scripts for
extracting and analyzing their own data; they only need to pro-
vide templates for Comfey to use. For example, when integrating
with the Kusto monitoring platform, engineers simply adapt their
existing Kusto queries from their conventional triage workflows
to Comfey by templatizing the queries and specifying parameters
such as node IDs and container IDs.

4.3 Effectiveness of Incident Triage

To evaluate the effectiveness of Comfey, we measure the amount
of triage time it saves. Triage time is defined as the duration from
when an incident ticket is created to when it is finally transferred to
the correct team. We collect approximately 2,400 incidents that oc-
curred before the deployment of Comfey and calculate their triage
times as a baseline. We also analyze around 15,700 incidents pro-
cessed by Comfey over the past six months to assess its impact.
Figure 7 shows the average triage time across the fifteen teams
where Comfey was deployed. Every team except team F reduced
its average triage time, because team F used to allow many non-
actionable tickets into their queue and ended up auto-mitigating
them. With Comfey, these tickets are being rejected and transferred
out, therefore delaying triage time. On average, Comfey achieves a
6x speedup compared to manual triage. This improvement primar-
ily comes from Comfey’s automated operation, as each agent can
analyze incidents faster than engineers. In some cases, Comfey takes
slightly longer than manual triage because it explores additional
intermediate teams during routing before reaching the correct one.



An Agentic Framework for Triaging Incidents in Production Cloud Infrastructure

A key observation is that Comfey’s decentralized and parallel
design offers significant advantages during incident bursts. Since
agents operate independently, multiple incidents can be processed
concurrently using the Azure Kubernetes backend, whereas on-
call engineers must handle incidents sequentially. In production
incident bursts, Comfey substantially reduces the average and tail
triage time compared to manual processes.

4.4 Effectiveness of Mitigation

In addition to improving the speed of triage, Comfey also helps
engineers diagnose and mitigate incidents through its enriched
contextual data. Moreover, Comfey is integrated with Azure’s auto-
mitigation framework. When the agent detects that a troubleshoot-
ing rule includes a link to an automated mitigation procedure, it
can directly trigger or redirect the incident to the corresponding
mitigation engine.

We evaluated the mitigation time using the same set of incidents
discussed in Section 4.3. Mitigation time is defined as the duration
from when an incident is transferred to the correct mitigating team
to when the issue is fully resolved. Figure 8 shows the compari-
son between incidents handled manually and those processed by
Comfey in the past two months. On average, Comfey achieves a 4.3x
speedup in mitigation time. This improvement stems from auto-
mitigation and automated enrichment, which reduces diagnostic
overhead and integration with existing mitigation workflows.

4.5 Comfey Accuracy

Evaluating the accuracy of incident triage is challenging because
collecting reliable ground truth labels is difficult. In Comfey’s de-
ployment, ground truth labels are provided by on-call engineers
through two complementary mechanisms. Due to the high incident
volume, engineers are not required to explicitly label every case. In-
stead, they are instructed to carefully clean up their incident queues
and ensure that transfers reflect the true ownership of each inci-
dent, which is part of their standard on-call workflow and requires
no additional effort. The ground truth for each incident is inferred
from whether the final owning team matches the team represented
by the Comfey agent. In rare cases where this inference is incorrect,
engineers can manually tag incidents to override the labels.

We collected approximately 16,000 incidents with verified ground
truth labels over a period of 1 year and 10 months for evaluation. We
evaluate the accuracy of Comfey’s triage decisions using standard
classification metrics, including accuracy, precision, recall, and F;
score. In our formulation, a positive case refers to the agent’s deci-
sion to reject an incident, while a negative case refers to the decision
to accept it. Accordingly, a true positive (TP) occurs when the agent
correctly rejects an incident that should be rejected, and a false
positive (FP) occurs when the agent rejects an incident that should
have been accepted. Conversely, a true negative (TN) represents an
incident correctly accepted, and a false negative (FN) represents an
incident incorrectly accepted. Based on these definitions, Comfey
achieves an average of 91.5% accuracy, 64.3% precision, 62.1% recall,
and 63.1% F; score across all evaluated incidents.
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4.6 Effectiveness of Components (Ablation
Study)

To understand the contribution of each component to Comfey’s
overall accuracy, we conducted an offline ablation study on ~1,300
incidents randomly sampled from the past three months. We re-ran
these incidents through the Comfey framework while selectively
disabling specific components: Semantic Distillation, TSG Matching,
and the Global Routing Table.

¢ w/o Semantic Distillation: Disabling distillation did not
significantly impact accuracy but notably increased triage
latency by 40.8%. This confirms that distilling noisy logs
into concise summaries is critical for efficiency and reducing
LLM context processing time.

¢ w/o TSG Matching: Removing the TSG matching stage
reduced triage accuracy by 12.33%. This highlights the im-
portance of leveraging explicit, team-authored routing rules
for high-precision decision making.

¢ w/o Global Routing Table: Replacing the history-based
Global Routing Table with a naive agent negotiation mech-
anism (where agents randomly query neighbors) reduced
accuracy by 40%. This demonstrates that the shared routing
table is the primary driver of successful cross-team collabo-
ration, providing a stable and empirically grounded routing
path.

4.7 Reliability and Failure Modes

While Comfey achieves high accuracy, we analyzed failure modes
to understand system behavior in edge cases. A rare failure mode is
unanimous rejection, where an incident traverses a chain of agents
without being accepted. To mitigate this, organizations designate
"investigation teams" that serve as a fallback. In our deployment,
if an incident is rejected by 5 consecutive teams (a configurable
depth limit), it is automatically routed to a human on-call engineer
or a general investigation queue. This ensures that no incident
is dropped, prioritizing safety and eventual resolution over pure
automation in highly ambiguous scenarios.

4.8 Comparison with State-of-the-Art

Before the deployment of Comfey, Azure used COMET [33] for
automated incident triage. COMET employs an AutoExtractor to
filter non-critical logs and leverages a large language model (LLM)
for keyword extraction. We compared incidents triaged by COMET
with those handled by Comfey. We observed that Comfey improved
triage accuracy by approximately 7.55%, reduced the average triage
time by 4.38 times, and reduced the average mitigation time by
2.91 times. The similar accuracy between the two systems can be
attributed to their shared use of LLMs for information extraction.
However, Comfey achieves significantly lower triage and mitiga-
tion times due to its decentralized architecture and enriched data
collection.

Comparison with Multi-Agent Frameworks. Recent academic works,
such as Triangle (ASE ’25), propose multi-agent frameworks that
rely on complex negotiation protocols and assume high-quality
agents across all teams uniformly. In contrast, Comfey is designed
for the reality of large-scale industrial environments where team
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maturity varies. Comfey’s "low friction" design allows teams to
start with a minimal agent based solely on historical data (zero
manual effort) and incrementally improve it. Instead of relying on
real-time negotiation, which can be unstable when agents have
varying capabilities, Comfey uses the Global Routing Table to en-
sure robust collaboration. This design choice makes Comfey more
practical for organization-wide deployment where "heterogeneous
agent quality” is the norm.

4.9 Runtime Cost

The Comfey agents use a combination of gpt-4.1, gpt-40-mini, and
text-embedding-ada-002 for reasoning, summarization, and embed-
ding generation. The total cost of operating Comfey consists of two
components. First, historical incident processing: when setting up
a Comfey agent locally, on-call engineers must download and index
historical incidents. Processing approximately 1,000 incidents con-
sumes about 265,260 tokens, costing around $3.85. This is primarily
a one-time setup cost, although the historical incident database is
periodically refreshed to include newly reported incidents. Second,
new incident triage: after the agents are deployed in production,
each new triage call consumes about 5,804 tokens and costs roughly
$0.02. These values are based on an average calculated over approx-
imately 500 triage calls.

5 Related Work

Incident Triage. Prior work has explored automated incident
triage using centralized deep learning models. DeepCT [5] and
DeepTriage [25] apply RNNs or transformers to structured inci-
dent data for team prediction, but require extensive labeled data and
retraining to adapt to new teams. CONAN [18] retrieves similar
historical cases for batch triage, but assumes incident recurrence
and lacks human-in-the-loop refinement. COMET [33] uses LLMs
for root cause analysis and operator suggestions, but remains cen-
tralized and difficult to customize for team-specific workflows.

Comfey differs fundamentally in its decentralized, team-scoped
architecture. We position Comfey within the broader spectrum of
Multi-Agent System (MAS) coordination strategies.

e vs. Contract Net / Negotiation: Approaches like Triangle
(ASE °25) or classic Contract Net protocols [30] rely on real-
time negotiation or auctions. These offer high flexibility
but incur high communication costs (O(N?) or similar) and
require all agents to speak a sophisticated common language.
In our heterogeneous environment, this is impractical.

o vs. Blackboard / Stigmergy: Comfey aligns more closely
with blackboard systems [23] or stigmergic coordination [31].
The Global Routing Table acts as a shared memory (black-
board), observing the "trace" of successful incident resolu-
tions. Agents interact with this shared memory rather than
directly negotiating with each other. This decoupling al-
lows the system to tolerate immense heterogeneity in agent
quality—simple agents contribute to and benefit from the
routing table just as well as complex ones, without needing
to synchronize protocols.

e vs. LLM-based Agents (MetaGPT / ChatDev): Recent
LLM-powered multi-agent frameworks like MetaGPT [12]
and ChatDev [26] assign specialized roles (e.g., Coder, Tester)
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to agents who collaborate via natural language reasoning.
While powerful for closed-domain tasks, these systems typi-
cally rely on a "Reasoning Routing" model where agents dis-
cuss and agree on the next step. In contrast, Comfey employs
"Statistical Routing". Given the massive scale of incident
types, relying on LLM contextual reasoning to route every
ticket is cost-prohibitive and slow. By leveraging the Global
Routing Table (statistics of past success), Comfey bypasses
the need for complex inter-agent reasoning for the majority
of routing decisions, reserving expensive LLM calls for local
enrichment and summarization only.

This "collaboration via history" approach allows Comfey to scale
to hundreds of agents with minimal overhead and tolerance for
heterogeneity in agent quality, trading the precision of real-time
negotiation for the robustness of statistical routing.

Root Cause Analysis. A large body of research has focused on
identifying the root causes of system incidents to aid debugging and
recovery. These efforts typically rely on analyzing system logs [6],
performance metrics [19], or traces [1, 7, 8, 15, 21] to infer the
sequence of events leading to a failure. These techniques surface
anomalies or reconstruct causal paths to reduce debugging effort.
However, many production issues arise from cross-service interac-
tions or misconfigurations without a clear root cause. Existing tools
may surface correlated symptoms, but cannot always determine
team ownership. As a result, incident triage, which assigns respon-
sibility to the right team, remains critical even when the precise
cause is unknown.

6 Conclusion

We present Comfey, a decentralized framework for automated in-
cident triage in large-scale cloud systems. Comfey deploys team-
scoped agents that analyze domain-specific data and collaborate
via a shared routing mechanism to identify the responsible team. It
combines data enrichment, semantic distillation, and lightweight
integration to enable accurate triage without centralized observabil-
ity or intrusive changes. Deployed in Azure for over a year, Comfey
triaged 19,500 incidents with 91.5% accuracy, reducing triage time
by 6 times and mitigation time by 4.3 times. These results highlight
the effectiveness of decentralized agent-based triage at cloud scale.
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